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Account Security & Access Guide

Important Notice
To protect our organization from unauthorized access and spam activity, all users are required to reset their
password and reconfigure authentication immediately.

Failure to complete these steps may result in loss of access to your account.

1. Reset Your Password

Go to https://passwordreset.microsoftonline.com/

Enter your email address and follow prompts.

Create a strong, unique password (minimum 12 characters, mix of types).

Screenshot: Password Reset Page
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2. Set Up Multi-Factor Authentication (MFA)

Download Microsoft Authenticator app.

Go to https://aka.ms/mfasetup
Sign in and scan QR code.
Approve test notification.

Add backup phone number.

Screenshot: Authenticator App icon
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3. Verify Your Security Settings

Change

Change

Visit https://myaccount.microsoft.com/security-info
Confirm all methods are yours.
Remove anything unfamiliar.

Screenshot: Account Security Settings
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Disable a lost device and review your
connected devices.
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Make your password stronger, or change it if
someone else knows it

CHANGE PASSWORD >

Organizations

B4

See all the organizations that you're a part of.

MANAGE ORGANIZATIONS >
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Personalize your account settings and see
how your data is used
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See when and where you've signed in and
check if anything looks unusual
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4. If You Cannot Reset Your Password

Email admin@southingtonbkmb.com
Include your name, role, account email, and issue description.

5. Board Member Account Handover Process

Outgoing member:

- Remove all authentication methods
- Sign out of all devices

- Notify admin

Screenshot: Remove authentication methods (Security info page)
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Incoming member:

- Request access

- Reset password

- Setup MFA

- Verify security settings

Screenshot: Security info page after setup (show MFA + backup methods)
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6. Security Best Practices

Do not share passwords.

Use MFA.

Use unique passwords.

Report suspicious activity immediately.



